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Log In to the Incident Response Management

Dashboard

This procedure outlines how to securely log into the dashboard, complete multi-factor
authentication, and utilize the Forgot Password interface.

Warning: Do not share your login credentials or MFA verification codes.
Unauthorized access may compromise sensitive incident data.

Login

1. Navigate to the dashboard login page: https://csirs.infosecurity.ca.gov/
2. Upon arriving at the dashboard login page, a Security Warning message will

appear. Select OK.

b

A
Security Warning

UNAUTHORIZED ACCESS TO ANY STATE OF CALIFORNIA
COMPUTING SYSTEM CONTAINING US GOVERNMENT OR
STATE OF CALIFORNIA INFORMATION IS A CRIMINAL
VIOLATION OF PENAL CODE SECTION 502 AND/OR
APPLICABLE FEDERAL LAW AND IS SUBJECT TO CIVIL
AND CRIMINAL SANCTIONS.

Whoever knowingly or intentionally accesses a computing system
without authorization or exceeding authorized access, and by means
of such conduct, obtains, alters, damages, destroys, or discloses
information, or prevents authorized use of any data or computing
resource owned by or operated for the State of California shall be
subject to disciplinary action, prosecution or both. Use in a manner
other than as intended by the State of California may result in the
forfeiture of access privileges. All computing system activities may be
recorded and monitored. Individuals using these systems expressly
consent to such monitoring and shall have no expectation of privacy in
their use. Evidence of possible misconduct or abuse may be provided
to appropriate officials and/or law enforcement. No warranty is made
for the computing resources that are subject to this policy. Additionally,
the State of California takes no responsibility of damages for the
intentional misuse of these resources by any party.

Figure 1: Security Warning Prompt

3. Enter your email address in the User field.
4. Enter your password in the Password field and select Sign in.


https://cdt-cc-prod.agilsoft.cloud/worker-portal/login
https://csirs.infosecurity.ca.gov/
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Figure 2: User Login Screen

5. Open your authenticator application on your mobile device.
6. Enter the six-digit verification code into the Authentication Required field and

select Confirm.

Authentication Required

Please enter the code from your authenticator app to
continue.

Figure 3: Authentication Screen

Forgot Password

1. For a forgotten password, select the Forgot Password link located below the

Sign In button on the login page.
2. Enter the email address for the forgotten password. Select Confirm.
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Enter your email to reset your
password

Email *

Go back to Sign in

Figure 4: Email Screen for Password Reset

3. Navigate to your email inbox. A Verification Code will be sent using a no-reply
email address with the subject line: Your Verification Code. Copy the

Verification Code and navigate back to the browser.

Verification Code

Use the following code to complete your request.

645542

This code will expire shortly. If you did not request it, please ignare this email

Figure 5: Verification Code

4. Enter the Verification Code in the field. Enter a new password into both the New
password and Confirm Password fields.

Enter verification code and
new password

Verification code sent to ma***@***.io

New password *

Confirm Password *

Figure 6: Enter Verification Code and New Password

5. Repeat steps 2-5 the Login instructions to log in.
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Navigate the Incident Response Management
Dashboard

This procedure outlines how to navigate key interface components including the
dashboard and the user profile.

1. Once logged in, the Incident Response Management Dashboard will appear.
a. Expand or collapse the Navigation menu by selecting the hamburger
icon (three horizontal lines) in the upper corner.
b. Use the Search Bar in the top header to locate modules by name.

= Q Search.. L. Mae June_IPMO1
@
Incident Response Management
Dashboard All agencies/departments
Monitor and track security incidents across state departments
Total Incidents Open Incidents
In Progress Closed This Month @
16 10
Incident Status Breakdown Incident by Perceived Impact

Distribution of incidents bv current status Distribution of incidents bv Perceived Impact

Figure 7: Incident Response Management Dashboard

2. Open the user profile in the upper-right corner of the screen by selecting the
user’s name, then select My Profile.
a. Select Preferences to update your password.
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Cal-CSIRS Q Search... 2. Mae June_IPMO1

My Profile

@ Preferences

Sign out

Incident Response Management
DaSh board All agencies/depariments

Monitor and track security incidents across state departments
Figure 8: My Profile Selection

3. My Profile displays account details such as name, email, system ID, and
assigned roles and organizations.

My Profile X

Mae June_IP01

MJ SYSTEM #53

ma

(999) 999-9999 MOBILE

[l Organizations

Secretary for Labor and Workforce

Development Agency
Labor and Workforce Development Agency

INCIDENT PREPARER

Employment Training Panel

INCIDENT PREPARER

Figure 9: My Profile

4. To sign out and securely exit the dashboard when finished, select the My Profile
dropdown from the user’'s name, then select Sign out.

IRM Administration

1. From the homepage, select the navigation menu on the left. Then select IRM
Administration, followed by Users.
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A Incident Response

Management
{e% IRM Administration A

o
~ Users

Figure 10: IRM Administration

2. The Users Management page displays a list of users. You can filter results by user
ID, name, email, or other identifiable information. If filters have been applied, select
Show All to view all users.

©r [ lleare Management
manage-irm-users

Users Management -
+ Create New

Manage system users and their access permissions

Search by ID, name, email, organization or role

Show all § Q Apply

8/ 8 columns visible

D Name Email Agency/Department Rola(s) Status Last Login Actions
111D 71 Name 11 Email 11 Agency/Department Tl Role(s)
USR- y . . X
136 June July Madeline.derenze+new_IP1@agilsoft.io California State Library * Agency Information Security Offig
USR- Bryan California Department
+ Incident Program Manager
135 LePage BUAnTelageRs s calo0y of Technology - OIS 3 o

Figure 11: Users Management

3. Pagination options are available at the bottom of the page. You can display up to
100 users per page and navigate between pages using the left and right arrows.
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127 Patel Institutions
USR- Himali " " "
127 P;te\ ' Himali.patel+aiso @state.ca.gov Division of Adult Parole + Agency Information Security Offic
I Division of
Lwh Lamal Himali natal+aisa@state ca aov. Rehahiliatation * Acencv Information Securitv Offic
1-25 of 168 records ltems per page 25 < < . 2 3 4 5 > »

Figure 12: Pagination Options

4. To create a new user, select Create New in the top-right corner. On the Create New
User page, complete all required fields.

a. Fields marked with a red asterisk are mandatory, and tooltips are available by
selecting the question mark icon.

J cal-CSIRS Q Search... Ctrl/% + K 2 Mae June

@ / Users Management / Create New User

4 Back

Create New User

Add a new user to the system with agency/department roles and MFA setup

User Information
First Name * (2 Last Name © (0
Enter first name Enter last name

State Email Address * ()

user@agency.ca.gov
This email will be used for system notifications and account recovery

UseriD &

Email address will be used as User ID

Figure 13: Create New User

5. If you attempt to submit the form without completing required fields, the system will
prevent submission. Scroll up and complete any fields highlighted in red.

User Information

First Name * () Last Name * (D
Enter first name Enter last name
@ This field is required @ This field is required

State Email Address * ()
user@agency.ca.gov

This email will be used for system notifications and account recovery
) This field is required NP

Userip @

Fmail address will ha nsad as Lser IND

Figure 14: Required Fields
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6. Once all fields are complete, select Create User in the bottom-right-corner. The
browser will return to the User Management page.

CDT OIS Roles
Agency/Depatrment Org Code
Department of Technology 7502
This is a special role designation for California Department of Technology 4-digit identifier for this
& Read only agency/department
& Read only
CDT OIS Role(s)
Incident Program Manager SOC Analyst L1
SOC Senior Analyst CCIU Team i

Cancel Create user

Figure 15: Create User

7. To manage an existing user, select the user from the list by right-clicking their line
item, or by navigating to the Actions column, selecting the three dots, and choosing
an option. From here, you can also deactivate a user account.

8/8 columns visible

0 Name - T ool s LastLogin Actors
11 Agency/Department 11 Role(s) 11 Status 11 Last Login Actions
California Department * Incident Program Manager
Pondi
of Technology - OIS + Chief Information Officer (CIO) L

Edit User

EE AL Ly * Incident Program Manager

Mother Lode ) J ) ) g Pending . Delete User
A « Chief Information Officer (CIO)

Fairgrounds

California State Library * Agency Information Security Officer (AISO) Active 04/24/20286, 11:49:40 AM

Figure 16: Edit or Deactivate User

8. Selecting Edit User opens the user’s information page, where you can make
updates. After making changes, select Update User at the bottom of the page. To
discard changes, select Cancel.
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CDT OIS Roles
Agency/Depatrment Org Code

Department of Technology 7502
This is a special role designation for California Department of Technology 4-digit identifier for this
& Read only agency/depariment

& Read only

CDT OIS Role(s)

Incident Program Manager SOC Analyst L1

SOC Senior Analyst CCIU Team U

Cancel Update user

Figure 17: Update User

9. To return to the User Management page, select the back arrow.

far / Users Management / Create New User / Users Management / Edit User

4 Back

Edit User

Edit user agency/department roles and MFA setup

User Info

Figure 18: Return to User Management

Questions

Questions regarding the use of this guide may be sent to:

California Department of Technology
Office of Information Security

Security@state.ca.gov



https://netorgft14490162.sharepoint.com/sites/ZENIXTECHNOLOGY/Shared%20Documents/ZENIX%20TECHNOLOGY/MSP/OIS/Shared%20Projects%20Documents%20-%20CAL%20CSIRS/06%20Trainings%20&%20Content/Security@state.ca.gov

