
    

 

 

 
 

 

 

  

 
 

 
 

 

 

 
 

 

   

 

  APPENDIX B: Sample Breach Notice: Social Security Number

[Agency Letterhead] 

[Date] 

[Addressee] 
[Mailing Address] 
[City] [State] [Zip Code] 

[Salutation] 

Subject: NOTICE OF DATA BREACH 
What Happened?  

What Information 
Was Involved? 

What We Are 
Doing: 

What You Can Do: 

Other Important 
Information: 

For More 
Information: 

Agency Contact: 

[Describe what   happened in ge neral terms, see  example  below]  

We  are writing to you b ecause of  a r ecent security  incident   that  occurred on  [date  
of incident]   at   [name of   organization].   An   employee i nadvertently  e-mailed  a  
document containing  your   personal information t o the wrong p erson.  

[Describe what specific  notice-triggering  data element(s)  were  involved,  see  
example below]  

The document contained   your  first and last name, along  with your  social security  
number.   

[Note apology  and  describe  what steps  your  agency  is   taking,  has  taken,   or  will   
take, to investigate t he br each, mitigate  any   losses, and pr otect  against  any  further  
breaches, see  example  below]   

We  regret that this   incident   occurred and   want to  assure you that   we ar e reviewing   
and r evising  our  procedures  and pr actices  to  minimize the r isk of  recurrence.   

To pr otect   yourself  from  the possibility   of  identity   theft,   we recommend that   you   
place a f raud a lert   on your  credit files   by  following th e  recommended privacy  
protection steps  outlined in   the e nclosure  “   Breach  Help –Consumer   Tips  from  the  
California  Attorney  General  ”.   

Enclosure “    Breach H elp  –Consumer   Tips  from  the California  Attorney  General  ”  

For  more  information on  identity   theft,   you may   visit  the  Web site of   the California  
Department of  Justice,   Privacy  Enforcement and Protecti on at   
https://www.oag.ca.gov/ privacy  . 

Should you need any further information about this incident, please contact   
[name of  the designated agency official or agency unit  handling inquiries] at   
[toll-free phone number].  

________________ [Signature of State Entity Head or Delegate] ______________________ [Title] 

https://www.oag.ca.gov
https://www.oag.ca.gov/privacy
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