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Log In to the Incident Response Management
Dashboard

This procedure outlines how to securely log into the dashboard, complete multi-factor
authentication, and utilize the Forgot Password interface.

Warning: Do not share your login credentials or MFA verification codes.
Unauthorized access may compromise sensitive incident data.

Login

1. Navigate to the dashboard login page: https://cdt-cc-prod.agilsoft.cloud/worker-
portal/login.

2. Upon arriving at the dashboard login page, a Security Warning message will
appear. Select OK.

A
Security Warning

UNAUTHORIZED ACCESS TO ANY STATE OF CALIFORNIA
COMPUTING SYSTEM CONTAINING US GOVERNMENT OR
STATE OF CALIFORNIA INFORMATION IS A CRIMINAL
VIOLATION OF PENAL CODE SECTION 502 AND/OR
APPLICABLE FEDERAL LAW AND IS SUBJECT TO CIVIL
AND CRIMINAL SANCTIONS.

Whoever knowingly or intentionally accesses a computing system
without authorization or exceeding authorized access, and by means
of such conduct, obtains, alters, damages, destroys, or discloses
information, or prevents authorized use of any data or computing
resource owned by or operated for the State of California shall be
subject to disciplinary action, prosecution or both. Use in a manner
other than as intended by the State of California may result in the
forfeiture of access privileges. All computing system activities may be
recorded and monitored. Individuals using these systems expressly
consent to such monitoring and shall have no expectation of privacy in
their use. Evidence of possible misconduct or abuse may be provided
to appropriate officials and/or law enforcement. No warranty is made
for the computing resources that are subject to this policy. Additionally,
the State of California takes no responsibility of damages for the
intentional misuse of these resources by any party.

Figure 1: Security Warning Prompt

.

3. Enter your email address in the User field.
4. Enter your password in the Password field and select Sign in.


https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcdt-cc-prod.agilsoft.cloud%2Fworker-portal%2Flogin&data=05%7C02%7Cmmartinez%40zenixweb.com%7C7ea964b5fb0849514bff08dec6794831%7Cb93f6cdcc0e144929d9bbaf4fc48404d%7C0%7C0%7C639166421376348091%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Hwbz1DDupfMwihAs%2FCJ6h1UQT6fbSduvpQqfLmF1RpY%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcdt-cc-prod.agilsoft.cloud%2Fworker-portal%2Flogin&data=05%7C02%7Cmmartinez%40zenixweb.com%7C7ea964b5fb0849514bff08dec6794831%7Cb93f6cdcc0e144929d9bbaf4fc48404d%7C0%7C0%7C639166421376348091%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=Hwbz1DDupfMwihAs%2FCJ6h1UQT6fbSduvpQqfLmF1RpY%3D&reserved=0
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User

Password

| ®

Forgot Password?

Figure 2: User Login Screen

5. Open your authenticator application on your mobile device.
6. Enter the six-digit verification code into the Authentication Required field and

select Confirm.

Authentication Required

Please enter the code from your authenticator app to
continue.

Figure 3: MFA Authentication Screen

Forgot Password

1. For a forgotten password, select the Forgot Password link located below the

Sign In button on the login page.
2. Enter the email address for the forgotten password. Select Confirm.
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Enter your email to reset your
password

*

Email

Go back to Sign in

Figure 4: Email Screen for Password Reset

3. Navigate to your email inbox. A Verification Code will be sent using a no-reply
email address with the subject line: Your Verification Code. Copy the

Verification Code and navigate back to the browser.

Verification Code

Use the following code to complete your request.

645542

This code will expire shortly. If you did not request it, please ignore this email

Figure 5: Verification Code

4. Enter the Verification Code in the field. Enter a new password into both the New
password and Confirm Password fields.

Enter verification code and
new password

Verification code sent to ma™*@***.io

New password

Confirm Password *

Figure 6: Enter Verification Code and New Password

5. Repeat steps 2-5 of the Login instructions to log in.
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Navigate the Incident Response Management
Dashboard

This procedure outlines how to navigate key interface components including the
dashboard and the user profile.

1. Once logged in, the Incident Response Management Dashboard will appear.
a. Expand or collapse the Navigation menu by selecting the hamburger
icon (three horizontal lines) in the upper corner.
b. Use the Search Bar in the top header to locate modules by name.
c. Open the user profile in the upper-right corner of the screen by selecting
the user’s name, then select My Profile.

= Q search... 2, Mae June_IP01
@
Incident Response Management
Dash board All agencies/departments
Monitor and track security incidents across state departments
Total Incidents Open Incidents
In Progress Closed This Month @

Figure 7: Incident Response Management Dashboard

2. My Profile displays account details such as name, email, system ID, and
assigned roles and organizations.
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My Profile X

Mae June_IP01

MJ SYSTEM #53

ma

(999) 999-9989 MOBILE

[1 Organizations

Secretary for Labor and Workforce

Development Agency
Labor and Workforce Development Agency

INCIDENT PREPARER

Employment Training Panel

INCIDENT PREPARER

Figure 8: My Profile

3. To sign out and securely exit the dashboard when finished, select the My Profile
dropdown from the user’'s name, then select Sign out.
a. To update the password, select Preferences.

Cal-CSIRS Q, Search... 2. Mae June_IP02

My Profile

M) Preferences

Sign out

Incident Response Management Dashboard

Monitor and track securitv incidents of vour aaencv/department.

Figure 9: User's Name and Sign Out Option

Report a New Incident

1. Navigate to the Incident Reporting module by selecting the hamburger icon
(three horizontal lines), then Incident Response Management from the left

navigation menu.
2. Then, select Report New Incident.
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A Incident Response
Management

[Z Report New Incident

EJ Manage Incidents

EJ Manage SOC Notifications

Figure 10: Navigation

3. Review the Incident Report form, which is divided into Overview and Details
sections. Expand or collapse sections as needed using the Expand All/Collapse
All buttons.

o Overview

i. General

ii. Prepare User Information

iii. Incident Information

iv. Corrective Actions and Costs
o Details

i. Incident Type

ii. Privacy
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Cal-CSIRS Q, Search... 2, Mae June_IP02

@ / Incident Report

Incident Report

Review or edit a security incident report

B Agency/Department B Date Reported 2, Incident Preparer

Department of Justice Mae June 1P02

B Incident Report

+ Expand All | — Collapse Al

Overview General incident information

-+ Expand All — Collapse All

General
Preparer User Information

Figure 11: Incident Report Page

4. Complete all required fields marked within the form.
o Required fields are marked with a red asterisk.
5. Select or hover over the information icon for additional guidance on specific
fields.

General

CISO Incident Report (CIR) Number * @

help
Unique incident report identifier
& Read only assigned by the system automatically

Created By * @ when saved.
Mae June_IP02 (madeline.derenze+ip_02 @agilsoft.io)

& Read only

1o this inaidant i 1 an Ind Aant Qansisihr A 3 ica Ar a Tact? ()

Figure 12: Incident Report — Tooltip / Information Icon

6. Attach supporting evidence if required, using the file upload functionality within
specific sections of the form.

Tip: Answering questions in a specific way may cause to additional questions to
appear.
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Save a New Incident Report Without Submitting

1. To complete the Incident Report without submitting it, scroll down to the bottom
of the page and select Save.

Privacy ~
Was any confidential state-owned data or personal information involved? * @)

Yes

® No 0

Save < Submit Incident Report

Figure 13: Incident Report - Save Button

o If any required fields are missing information, an Action Required popup
will display. Select the item to navigate to the field.

Action Required
- o X
1 missing required fields

Details »

How many parties were impacted?

Figure 14: Incident Report - Action Required Validation Message

2. Once saved, an Incident saved successfully popup will appear.

v Incident saved successfully X search

Figure 15: Incident Report - Successful Save Message
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Submit a New Incident Report
1. To submit the Incident Report, select Submit Incident Report.

a. Refer to the Save a New Incident Report Without Submitting section of
this document if an Action Required popup appears.

SEVCEE <7 Submit Incident Report

Figure 16: Incident Report - Submit

2. The incident report will now be on the Manage Incidents page with a Submitted
status.

Manage Existing Incident Records

1. Navigate to Manage Incidents from the left navigation menu.

{ar Home

A Incident Response
Management

[Z Report New Incident
EJ Manage Incidents
E1 Manage SOC Notifications

{ar SOC Dashboard

Figure 17: Navigation - Manage Incidents

2. Filter incident records as needed by selecting criteria at the top of the page such
as agency, department, incident ID, type, assignee, status, or date range, then
select Apply.

3. Remove filters and return to the full list by selecting Show All.

10
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Cal-CSIRS Q, Search... 2. Mae June_IP02

@ / Manage Incidents

Man Incident
] age = de . <, Download Incidents List ~+ Report Incident

View and manage your security incident reports

Agencies/ Departments

Search by incident ID, type, or assignee... Status
B Date Created From: 01/01/2026 B9 To: 04/22/2026 B
Active Incidents Closed Incidents
12/ 12 columns visible
Incident D Creafed ...  IncidentT... Addional..  Sgnificant | Agency Owner  Assignedto  Siatus  Ropored... Closing D. Actions
= 1| Incident ID = 1] Created Date/Time = 1] IncidentType = 1] Additional Incident Type = 1| significant =
CSIRS-2395 04/22/2026, 32253 Py nauihorized - No DI
Access
Informati
CSIRS-2384 04/15/2026, 4:22:32PM | omraon - No D
Disclosure
Information Asset
- .. ~

Figure 18: Manage Incidents Page

4. Sort the Active Incidents list by selecting any column header.
a. To view incident reports that have been closed, select the Closed

Incidents tab.

5. Use pagination controls at the bottom of the table to navigate between pages and

adjust the number of records displayed per page.

11
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Active Incidents Closed Incidents

12 /12 columns visible

Incident ID | Created... | IncidentT... | Addiional... = Significant +cnuy’f . Owner | Assigned to Stalus  Aeported... ClosingD... | Actions
11 Incident ID 1| Created Date/Time 1} IncidentType 11 Additional Incident Type 11 Significant

Unauthorized

CSIRS-2395 04/22/2026, 3:22:53 PM - No Di
Access
Information

CSIRS-2384 04/15/2026, 4:22:32 PM . - No D
Disclosure

Information Asset

CSIRS-17 04/08/2026, 4:44:06 PM (Property) Loss - Yes D
or Theft
Information Asset
CSIAS-16 04/08/2026, 4:43:21 PM (Property) Loss Fraudulent Activity Yes D
or Theft
CSIRS-11 04/08/2026, 12:58:49 PM Malware Social Engineering/Phishing Yes Di
1-5 of 5 records ltems per page 25 [T ¢ >0»

Figure 19: Active Incidents

6. Select an incident record to open it for updates, add notes, or make changes to
details by scrolling to the left and selecting the three dots under Actions, then
selecting View.

cn

Active Incidents. Closed Incidents

e 1l TotalLoss Magnitude Tl Closing Due Date/Time Tl Discovered Date/Time Tl Reported Date/Time  Actions

04/22/2026 15:45

04/22/2026 18:16

1-4 of 4 records ltems per page 25 « < n > »

Figure 20: Active Incidents - Actions - View

Warning: Updates to the Incident Report are only permitted when the report status
is Clarification Requested.

12
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Review a Clarification Submitted Incident

1. From the Manage Incidents page, locate your incident with the Clarification
Requested status and select the three dots. Then select Edit.

12 /12 columns visible

Incident ID Created ... IncidentT... Additional... Significant Agency /... Owner Assigned to Status Reported ...  Closing D... Actions
1] Assigned to 1| status 1] Reported Date/Time 1] Closing Due Date/Time Actions
- Submitted 04/22/2026 14:22 -
Himali Patel Clarification Requested 04/15/2026 15:22 04/29/2026 15:38
Himali Patel Under Review 04/08/2026 15:44 05/01/2026 14:06
Maa

Figure 21: Clarification Requested

2. Review the Notes tab of the incident report to identify what clarification was
requested.

Incident Report Clarification Requested

Review or edit a security incident report

Agency/Department &) Date Reported & Closing Due Date
Department of Justice Apr 8, 2026, 1:03:18 PM Apr 22, 2026, 2:11:55 PM
B Incident Report [ Notes < Status Changes 9D Change Logs
Normal ¢ SansSeif : B I U & i = <
Enter notes here...
@ Attach files Add Note
History 2
o]

Mae June_IPMO1

Need more information on the cost.

13
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Figure 22: Notes

3. Make any updates to the Incident Report as necessary by selecting the Incident
Report tab and adding the necessary information into the appropriate fields. The
Corrective Actions and Costs section will now be required. Fill in the
appropriate fields.

Corrective Actions and Costs ~

What corrective actions have been taken or are currently being planned to prevent future occurrences? * @

What corrective actions have been taken or are currently being planned to prevent future occurrences?

Target Completion Datefor ~ * @
Corrective Actions

Target Completion Date for Co

Was there Productivity Loss? © @) Were there Response Costs? © ()
Yes Yes
No No
Were there Replacement Costs? * @
Yes
No

Total Loss Magnitude

$0.00

Figure 23: Corrective Actions and Cost

4. Update the Notes section to provide any additional clarifying information for the
Incident Report Manager.
5. Once you are ready to submit, select either Providing Clarification or Final
Update and Submit.
a. Providing Clarification is a suitable status for an ongoing issue that has yet
to be resolved.
b. Final Update and Submit is a suitable status for an issue that is complete
and no additional information can be added to the incident report.

Luyaye ieyai, I1aiiveg, aiiu ISausianig cary.
Manage communications carefully to avoid alerting perpetrators prematurely.

Address process, approval, and segregation-of-duties gaps.

Back | Save <7 Providing Clarification & Final Update and Submit

Figure 24: Providing Clarification or Final Update and Submit

14
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Tip: The Incident Report will cycle through statuses of Clarification Submitted and
Clarification Requested until the report is complete and closed.

Questions

Questions regarding the use of this guide may be sent to:

California Department of Technology
Office of Information Security

Security@state.ca.gov

15
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